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Whatis UML?
* Linux Kernel
* User-Mode Process
* No root privileges required
* No hardware emulation (CPU etc)
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Alternatives

* VMWare
— Slower (CPU/Harcdware Emulation/Virtualization)
— Needs root privileges for networking

+ Bochs/Plex86

— Emulate Hardware

— Can run any OS and runs on many OS’
* FreeBSD Jail/Chroot Jall

— Restrictive Networking

— Creates files on host file systems

— Requires root setup
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Features / Uses

* Virtual Disks * Virtual Hosting

* Virtual Networking + Security/Isolation

* Virtual PCI + Secure access for un-
* Hostfs trusted users

* Virtual Serial Lines * Debugging Kerrels

* Management Console + Trying dangerous code
* Kernel Debugging SMP -+ Disaster Simulations
* Multiple Instances s PR

* No root needed

* Lowresource
requirements
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Getting UML

* Website: http://user-mode-linux.sf.net/
— Compile
— Binaries
—RPMSs

* Do not use the Debian Package

— Evil and possessed
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Compiling UML
* Get uml-patch-2.4.20-4.bz2, linux-2.4.20.1ar.bz2

lathiat@seven:~/umlf tar jxf linux-2.4 .20 tar bz2

lathiat@seven:~uml cd linux-2.4.20

lathiat@seven:~/umllinux-2.4.20% bzcat fuml-patch-2.4.20-4.bz2 | patch —p 1
[patch output]

lathiat@seven~umiflinux-2.4,20F make menuconfig ARCH=um
[configure]

lathiat@seven:~/umiflinux-2.4.20F make dep ARCH=uUm

lathiat@seven:~umiflinux-2.4.20F make modules ARCH=um

lathiat@ seven~umlflinux-2.4.20F make linux ARCH=um
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The Root Filesystem

* Debian

— Download pre-made image
— Deboostrap
— Install on a partition then boot in UML

* Redhat
* Mandrake
* Others
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Creating a Debian RootFS

umlis even:~fishazd dd f=/dewzero of=root bs=1h seek=1024 count=1
1+0 records in

1+0 records out

1043576 bytes transferred in 0.031510 seconds (33277573 bytes/zec)
um s even:~fshaz§ fshin'mke2fs root

mkesfs 1.33 (21-Apr-2003)

root is not a block special device.

Froceed amyway? (yr) v

L @ s even: ~fishaz$ sudo su

sevenshomefumlishaz# mount -0 loop root fum|
sevenhomedimlAshazs deboostrap sid Am T o edu aldmn iror sdinus=idebian
I: Base system installed successtully.

sevenshomefumlishaZ# cd Aum letc



$ fetoffatab: static file eyetem informatiom.
#
# =file system> <mount point> <typer <opticner

Adevw/ubds 0 / ext3 errore=remunt-ro
proc fproc proc defaultse
$denwr Adesrf devfa defmlta

“dump> <pase>
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Other Files

* fetcthosthame

isha

* fetcthosts

127.0.0.1 isha localhost

# The following lines are desirable for IPv6 capable hosts

.1 ip6-localhostip6-loopback

fe00::0 ip6-localnet

ff00::0 ip6-mcastprefix

ff02::1 ip6-alinodes

ff02::2 ip6-allrouters

ff02::3 ip6-allhosts

* letcfapt/sources.list

deb fip:/ffip.uwa eduau/mirrors/linu/debia n sid main contrib non-free
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Consoles

* /etc/inittab

1:2348:respaw nifshinfgetty 38400 thys/0
#Z2:Z3:respaw nfshinfgetty 38400 thyz
#3:23:respaw n.fshinfgetty 38400 thy3
#4:Z3:respaw nifshinfgetty 38400 thyd
#5:23:respaw n.fshinfgetty 38400 thyS
#E6:23:respaw n:fshinfgetty 38400 thys

* /etc/securetty
thys/0
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Login

INIT: Entering runlevel: 2

Starting system log daemon: syslogd.
Starting kernel log daemon: klogd.
Startmg internet superserver: inetd.

gl\{() sﬁ serw es: module directory
odules/2.4. 20 pcmcia not found.
Start| nhg deferred execunon scheduler: atd.
Starting periodic command scheduler: cron.

Debian GNU/Linux 3.0 isha ttys/0

isha login:
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SKAS

+ Separate Kernel Address Space

* Runs all UML processes as three processes
— Kernel Space
— User Space

* UML is in address space of its processes

* Processes can read it, UML jail’'s it so at least it
can't be written

+ Noticeable Speedup

+ Requires a patch to the host kernel (can be
module)
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Networking Methods

* uml_switch

* TUNTAP
— Bridging

* TAP

* Slirp

* SLIP

* Multicast
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Uml _switch

* Provides a totally virtual network
* No connection to a host network

* Needs a UML to route for outside access
or can be attached to a TAP device

* EthO=daemon,ip,socktype,controlsocket,d
atasocket

— Can leave all them off except ‘'daemon’



# sixiasis

=5 Inttp:! i www.s [l ahs.ong

TUN/TAP

* Creates a separate device on the host

* Allows direct network access for any
protocol

* Can be bridged to another network

* Can use uml_net helper to setup IP
forwarding, routing, proxy ARP etc

* Preconfigured TAP devices
* ethO=tuntap,,,192.168.0.12
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Configuring a TAP Device

* The ‘tunctl’ program is used

* tunctl —u <user/id>
— Qutputs device name

— Can be celeted with tunctl -d
ifconfig tap0 192.168.0.1 up
route add -host 192.168.0.253 dev tap0
host# bash < 'echo 1 > /proc/sysinetfipvdip_forward’
host route add -host 192.168.0.253 dev tap0d
host# bash ¢ 'echo 1 > fproc/sysinetfipvd/confitap0fproxy_arp
host# arp -Ds 192.168.0.253 eth0 pub

3
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Bridging with TUN/TAP

* Configuring bridges allows direct
connection to the network

* No ARP Proxy
* Can speak protocols host doesn't route.
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Setting up a Bridge

host# brctl addbr br0

host# ifconfig ethO 0.0.0.0 promisc up

host# ifconfig tapO 0.0.0.0 promisc up

host# ifconfig br0 182.168.0.1 netmask 255.255.255.0 up
host# brctl stp br0 off

hosté# brctl setfd brO 1

host# brctl sethello br 1

host# brctl addif br0 ethO

host# brctl addif br0 tap0

Thlen setup the UNML internal interface as if it was on your
an
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Debian Magic

iface br0 inet static
address 130.95.13.25
hetmask 255.255.255.192
hetwork 130.95.13.0
broadcast 130.95.13.63
gateway 130.95.13.3
bridge_ports eth0
bridge _fd 1
stp eth0 off

iface br0 inet6 static
address 2001:388:7094:4080::7
hetmask 64
gateway 2001:388:7094:4080::1
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Startup/Shutdown Magic

#/bir/sh

TAPDEV="sudo tunctl -u $2 |cut-c\' -2’
echo $TAPDEY > ~Aar/runfumliap-$2
sudo brctl addif br0 $TAPDEV

sudo su $2 “screen -¢ /dev/null ~uml/bindlinux ubd0=$1/root
mode=tt con0=fd:0,fd:1 con=null &&
home/uml/cleanup_tap®

#l/bin/sh

USR="/ust/birvid|/ust/bin/cut -\ -2 [fusr/binfeut -dh) -f1°
TAPDEV="cat /varfrunfumltap-$USR’

{fust/bin/sudo brctl delif br0 $TAPDEV

fusr/bin/sudo ifconfig $TAPDEV down

fusr/bin/sudo tunctl -d $TAPDEV
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IPv6
* Bridging(+TAP) is good for IPv6
— Allows direct connection to other routers

* TAP

— Second best, because SLIF/daemon/multicast
efc don't allow/support it as easily or at all
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Slirp

* Allows a network with no root privs

* Virtual SLIP server, allows NAT-like
functions, port forwarding
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SLIP

* ethO=slip,1.2.34
* Interface is ‘'umn’ inside UML
* Can only have one SLIP device
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Multicast

* Let's UML's talk to each other without root

* No outside access

* Like a hub and all UMLs are In
Promiscuous

* Needs multicast in kernel
* Generates lots of traffic
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Management Console

* Controls UML
* Sysrq

— Reboot

— Sync

—Etc
* Cirl+Alt+del

* Add network/disk/IO lines



'sixiabs-
Linux From Scratch
* Saves reboots
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Questions?

Thanks to:

David Coulson (Hosted UML)
Abdul Basit/NextGenCollective.net
William Stearns (Hosted UML)
Paul Day/Bur.st Networks
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THE END

1ca::6 - IPve Mini-Conference
Linux.conf.au 2004
Adelaide

http://conf.sixlabs.org/



